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Introduction		What the Guide offers, how it is structured, and 


			conventions it uses.  Emphasizes that every section will 


			describe what its topic is, what it does, and what the reader must


			do to use the tool or feature in question efficiently.  Also emphasizes 


			the relative uniformity of Apache across platforms.


Apache Basics (Server Core Features)


Each of the 62 core Apache features  are presented in this section and will be discussed and illustrated by means of screen shots taken either in a real-world HP-UX 10.2 environment which uses Apache 1.2 as its Web server, or under Linux.  The section will center on configuring these features.  The function descriptions given in the tables below will form the section headers for the indicated four sections.


Section 1:  Access-Related Core Features


Function�
Directive�
Restrictions�
�
Defining user acces to various server resources�
AccessConfig�
�
�
Refining users’ access to content directories�
AccessFileName�
to permit more than one file name as argument, 1.3 and later�
�
Specifying the details of  user access to a domain�
AuthName�
�
�
Defining the method which controls user access to content directories�
AuthType�
�
�
Defining the IP addresses to which Apache will listen for connection attempts�
BindAddress�
�
�
Defining access control by individual file names�
Files�
1.2 and later�
�
Defining a more sophisticated means of access control by file names�
FilesMatch�
1.3 and above�
�
Defining the Unix group name under which Apache will respond to requests�
Group�
�
�
Enabling Domain Name System (DNS) lookups�
HostNameLookups�
�
�
Enabling logging of the names of remote users�
IdentityCheck�
�
�
Defining access control to be applied to specific access methods�
Limit�
�
�
Causing Apache to listen to more than one IP address for connections�
Listen�
�
�
Defining the maximum length of the “pending connections” queue�
ListenBacklog�
versions later than 1.2.0�
�
Defining access to content by means of URLs�
Location�
1.1 and later�
�
Defining moe sophisticated control of access to content�
LocationMatch�
1.3 and later�
�
Establishing backwards compatability with the NCSA http daemon�
Port�
�
�
Defining which authenticated users can access a directory�
Require�
�
�
Refining restrictions to areas of content�
Satisfy�
1.2 and later�
�
Defining a virtual host (in effect, an alias for Apache)�
VirtualHost�
1.1 and later�
�
Section 2:  Resource-Related Core Features


Function�
Directive�
Restrictions�
�
Defining modules which will be compiled into Apache but not actively used�
AddModule�
1.2 and later�
�
Defining access information which can be overridden�
AllowOverride�
�
�
Clearing Apache’s built-in list of active modules�
ClearModuleList�
1.2 and later�
�
Generating headers or “fingerprints” which act as end-to-end checks of data integrity�
ContentDigest�
1.1 and later�
�
Defining the directory where Apache will try to place core dumps�
CoreDumpDirectory�
�
�
Defining the default MIME type for areas of content�
DefaultType�
�
�
Defining a set of directives to be applied only to a specific directory and its subdirectories�
Directory�
1.2 and later for the availability of specific argument types�
�
Defining a more sophisticated means of applying directives only to a specific directory and its subdirectories�
DorectoryMatch�
1.3 and later�
�
Defining the root of the content file subsystem�
DocumentRoot�
�
�
Setting up customized error messages�
ErrorDocument�
1.1 and later�
�
Defining the file name under which Apache will log any errors it encounters�
ErrorLog�
�
�
Setting up groups of directives to be executed only if a specified test is true�
IfModule�
1.2 and later�
�
Defining additional configuration files�
Include�
1.2 and later�
�
Defining the path name of the file Apache uses to deny service under certain conditions�
LockFile�
�
�
Setting the degree of specificity of the error messages recorded in Apache’s error log�
LogLevel�
1.3 and later�
�
Refining the configuration of server resources�
ResourceConfig�
�
�
Defining, in seconds, CPU time to be allocated to individual Apache processes�
RLimitCPU�
1.2 and later�
�
Defining, in bytes, server memory to be allocated to individual Apache processes�
RLimitMEM�
1.2 and later�
�
Defining the number of processes Apache will allow each user to generate�
RLimitNPROC�
1.2 and later�
�
Section 3:  Session-Related Core Features


Function�
Directive�
Restrictions�
�
Allowing inactive sessions to remain connected�
KeepAlive�
1.1 and later�
�
Defining the number of seconds Apache will wait before closing an inactive connection�
KeepAliveTimeout�
1.1 and later�
�
Defining the maximum number of simultaneous requests Apache will service�
MaxClients�
�
�
Defining the maximum number of requests Apache will allow per connection�
MaxKeepAliveRequests�
1.2 and later; requires that KeepAlive be enabled�
�
Defining the maximum number of requests that Apache will allow a child process to generate�
MaxRequestsPerChild�
�
�
Defining the file which Apache will use to communicate with its child processes�
ScoreBoardFile�
1.2 and above; not required by all operating system platforms�
�
Defining the number of bytes used by the TCP SEND buffer�
SendBufferSize�
�
�
Defining the aggregate maximum number of simultaneous connections Apache can handle�
ThreadsPerChild�
1.3 and later�
�
Defining the maximum amount of time Apache will wait for GET, POST, and PUT requests and acknowledgments�
TimeOut�
�
�
Allowing Apache to use a host name and port supplied by a client as a self-referential URL�
UseCanonicalName�
1.3 and later�
�
Section 4:  Server-Related Core Features


Function�
Directive�
Restrictions�
�
Defining the maximum number of idle child processes�
MaxSpareServers�
cannot be used with Microsoft platforms�
�
Defining the minimum number of idle child processes�
MinSpareServers�
cannot be used with Microsoft platforms�
�
Enabling the name-based definition of virtual hosts�
NameVirtualHost�
1.3 and later�
�
Controlling which Apache features are available to specific directories�
Options�
�
�
Specifying the file in which Apache will record the process ID of the http daemon�
PidFile�
�
�
Defining the email address Apache will include in any error messages it sends to clients�
ServerAdmin�
�
�
Defining alternate names for a host�
ServerAlias�
used only with name-based virtual hosts�
�
Setting the host name of the Apache server�
ServerName�
used only with redirected URLs�
�
Setting the URL pathname for the Apache server�
ServerPath�
used only with name-based virtual hosts�
�
Defining the directory in which the Apache server lives�
ServerRoot�
�
�
Defining a footer to be appended to server-generated error messages�
ServerSignature�
1.3 and later�
�
Defining the type of process that Apache will run as�
ServerType�
�
�
Defining the the maximum number of simultaneous connections Apache will generate when started�
StartServers�
�
�
Defining the user ID under which Apache will answer requests�
User�
�
�



Apache in More Detail - Compiling Optional Modules


Each of the 25 modules which make up Apache’s optional features are presented in this section and will be discussed and illustrated by means of screens shots under Linux. The sections outlined below will center on configuring these modules to produce different functional effects..  The function names associated with the modules in the following four tables will serve as section headers  for the indicated four sections.


Section 5:  Access-Related Modules


Function�
Module�
Associated with and Constrained by�
�
Providing access control which is based on either a client-supplied hostname or an IP address�
mod_access�
the directives allow, deny, and order; compiled into Apache unless otherwise specified�
�
Providing authentication of users based upon text files�
mod_auth�
the directives AuthGroupFile, AuthUserFile, AuthAuthoritative; compiled into Apache unless otherwise specified�
�
Providing user authentication similar to that used by anonymous FTP servers�
mod_auth_anon�
the directives Anonymous, Anonymous_Authoritative, Anonymous_LogEmail, Anonymous_MustGiveEmail, Anonymous_NoUserID, Anonymous_VerifyEmail; not compiled into Apache unless specified�
�
Providing user authentication by means of Berkeley Unix style DB files�
mod_auth_db�
the directives AuthDBGroupFile, AuthDBUserFile, AuthDBAuthoritative; not compiled into Apache unless specified�
�
Generating a clickstream-based log of user activity�
mod_user_track�
the directives CookieExpires and CookieTracking; not compiled into Apache unless specified�
�
Section 6:  Resource-Related Modules


Function�
Module�
Associated with and Constrained by�
�
Mapping sections of the host file system, and providing URL redirection�
mod_alias�
the directives Alias, AliasMatch, Redirect, RedirectMatch, RedirectTemp, RedirectPermanent, ScriptAlias, and ScriptAliasMatch; compiled into Apache unless otherwise specified�
�
Providing for the processing of files of the MIME type httpd/send-as-is�
mod_asis�
compiled into Apache unless otherwise specified�
�
Providing automatic directory indexing�
mod_autoindex�
the directives AddAlt, AddAltByEncoding, AddAltByType, AddDescription, AddIcon, AddIconByEncoding, AddIconByType, DefaultIcon, FancyIndexing, HeaderName, IndexIgnore, IndexOptions, and ReadmeName; compiled into Apache unless otherwise specified�
�
Enabling the execution of CGI scripts�
mod_cgi�
the directives ScriptLog, ScriptLogLength, and ScriptLogBuffer; compiled into Apache unless otherwise specified�
�
Providing a means to pass environment variables to CGI and/or SSI scripts�
mod_env�
the directives PassEnv, SetEnv, and UnsetEnv; not compiled into Apache unless specified�
�
Providing enhanced imagemap functionality�
mod_imap�
the directives ImapBase, ImapDefault, and ImapMenu; compiled into Apache unless otherwise specified; requires image map files to be of one of several formats�
�
Defining log file formats�
mod_log_config�
in versions 1.2 and later, compiled into Apache unless specified; in earlier versions, must be explicitly compiled in; uses the directives CookieLog, CustomLog, LogFormat, TransferLog; default log file format is the Common Log File (CLF) format�
�
Logging documents which reference other documents on a server�
mod_log_referer�
the directives RefererIgnore and RefererLog; not compiled into Apache unless specified�
�
Determining a file’s type by means of its name�
mod_mime�
the directives AddEncoding, AddHandler, AddLanguage, AddType, ForceType, SetHandler, and TypesConfig; compiled into Apache unless otherwise specified�
�
Expediting access to files which are both frequently requested and seldom changed�
mod_mmap_static�
versions 1.3 and later; not compiled into Apache unless specified; uses the single directive MMapFile; an experimental module�
�
Providing unique identifiers for all requests to Apache�
mod_unique_id�
uses no directives; currently supported only under Unix�
�
�
Section 7:  Session-Related Modules


Function�
Module�
Associated with and Constrained by�
�
Controlling the interval of time after which a new copy of a document cached by on the client will be downloaded�
mod_expires�
the directives ExpiresActive, ExpiresByType, and ExpiresDefault; not compiled into Apache unless specified�
�
Establishing user-specific home directories�
mod_userdir�
uses the single directive UserDir; compiled into Apache unless otherwise specified�
�
Section 8:  Server-Related Modules


Function�
Module�
Associated with and Constrained by�
�
Providing redirection based upon trailing forward slash characters (  /  )�
mod_dir�
uses the single directive DirectoryIndex; compiled into Apache unless otherwise specified�
�
Generating administrative information about the Apache server�
mod_info�
uses the single directive AddModuleInfo; not compiled into Apache unless specified�
�
Providing support for Internet Server Application Program Interface (ISAPI) extensions �
mod_isapi�
version 1.3 and later; does not support ISAPI filters; uses no directives; compiled into Apache unless otherwise specified�
�
Setting environment variables based upon the characteristics of a request from a client�
mod_setenvif�
the directives BrowserMatch; BrowserMatchNoCase; SetEnvIf, and SetEnvIfNoCase; compiled into Apache unless otherwise specified�
�
Loading modules into Apache at runtime�
mod_so�
the directives LoadFile and LoadModule; under Windows, compiled into Apache by default; an experimental module�
�
Determining how efficiently Apache is performing�
mod_status�
1.1 and later; no directives; not compiled into Apache unless specified�
�



Microsoft-Specific Characteristics


This Section, which consists of the single Section 9, will be presented in the context of and illustrated by screen shots taken of the actual installation and configuration of Apache under Windows NT Server 4.0.  Section 9 will cover:


system requirements


downloading


configuring, including differences from typical UNIX configurations


compiling


installing


starting


stopping and restarting


incorporating ISAPI


Fine-Tuning Apache


Each feature discussed and illustrated by means of screen shots taken in a Linux environment.  The topics presented below will center on configuring and maintaining these features, will be covered in two sections, and will be organized as follows.


Section 10:  Handlers


Section 11:  Securing Apache (e.g., suExec and FinWait)


Section 12: Optimizing Apache’s Performance


References


Appendix A:		Operating Systems and Apache


Discusses such topics as the effects of interrupt handling and memory management on the Apache/client conversation.  Includes information on these server and client operating systems:


FreeBSD


Linux


OS/2


System V Unix (HP-UX 10.2)


Windows 3.x


Windows 95


Windows NT Server 4.0


Appendix B:		Browsers and Apache


Discusses such topics as the effects on the Apache/client conversation of how caching is accomplished by:


Microsoft Internet Explorer


Netscape Navigator


Shareware browsers


Appendix C:		Protocols, Networking Hardware, and Apache


Discusses the effects on the Apache/client conversation of the nature of an environment’s TCP/IP configuration; includes communication channels and TCP/IP implementations


Appendix D:		GUIs for PC Unix and Apache


Appendix E:		Apache Quick-Reference


Consists of a single alphabetized table which correlates every function which can be configured into Apache with the feature name or names that make up that function.  In effect, a compilation of the information contained in the tables which appear earlier in this document.


Bibliography		Not only print but also online sources of information


Glossary		Terms both specific and background











