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I.
Background


Computers are an efficient and timely communications resource for City employees to conduct the City’s business.  As with any City-provided resource, City employees are to use City computers only for legitimate City business.  In using City computers, City employees are governed by this policy and the rules of conduct applicable to use of other City resources.


The City retains the right to monitor and/or log all City employees’ computer activity with or without notice, including internal and Internet e-mail and all web site communications, and therefore, users shall have no reasonable expectation of privacy in the use of this resource.  This policy applies to all personal computers, including but not limited to, desktops, laptops and hand held models.

II.
No Expectation of Privacy

At any time and without prior notice, City management has the right to monitor, log, and otherwise examine e-mail, website communication, Internet activity, personal file directories, and other information stored on City computers.  This examination assures compliance with City policies, supports the performance of internal investigations, and assists with the management of information systems.


City employees, agents, and contractors have no reasonable expectation of privacy in the use of City computers.  This policy applies to all of the City’s computers, including but not limited to desktops, laptops, and hand held models.

III.
Appropriate Uses


Computer uses that are acceptable and encouraged as being within the scope of “City business” include:

A.
Communication and information exchanges directly relating to the mission, and work tasks of the City as determined by the department director;

B.
Announcements of City ordinances, policies, meetings, hearings, procedures, services, or activities;

C.
Research, training, analysis, and professional society or development activities within the scope of the employee’s City government duties; and

D. Applying for or administering grants or contracts for City government research programs.

The City encourages its employees to become skilled in the use of the City’s computer resources, including the Internet, through use and exploration.  However, City employees shall use or explore the City’s computer resources for non-City business purposes only on personal, non-City time.  For example, games, news groups and other non-City business activities must be performed on personal, non-City time.  A City employee’s use of the City’s computer resources for personal purposes is permissible so long as:

(1) The incremental cost of the usage is negligible;

(2) No City business activity is preempted by the personal use;

(3) The use complies with the standards contained in this policy and all other City policies and requirements; and

(4) The employee shall not use any entertainment software, such as Solitaire or Hearts, whether personally-owned or resident on City equipment, during normal work hours or in view of the public.

IV.
Prohibited Uses – Not City Business


A City employee is prohibited from knowingly using, storing, submitting, publishing, displaying, forwarding, or transmitting on the City’s computer resources any information which:

A.
Violates or infringes upon the rights of any other person, including that person’s right to privacy;

B.
Contains defamatory, false, inaccurate, abusive, obscene, profane, sexually-oriented, threatening, racially offensive, or otherwise biased, discriminatory, or illegal material;

C.
Violates any federal or state law or City policy prohibiting sexual harassment;

D.
Restricts or inhibits other users from using the system or the efficiency of the computer systems;

E.
Encourages the use of the system for the purposes of criminal intent;

F.
Uses the system for any illegal purpose.

V.
Other Prohibited Uses


A City employee shall not use the City’s computer resources to conduct any unauthorized activity.  Such activities include, but not limited to:

A. Solicit the performance of any activity that is prohibited by law;

B. Transmit material, information, or software in violation of any local, state or federal law, regulation, ordinance or policy;

C. Conduct any political activity

D. Conduct any non-governmental fundraising or public relations activities;

E. Engage in any activity for personal gain or personal business transactions;

F. Make any unauthorized purchases;

G. Experiment with or test ways to overcome security mechanisms at either the City system or Internet sites

The City strongly supports strict adherence to software vendor’s license agreements.  When at work, or when City computing or networking resources are employed, no City employee shall copy software in a manner that is not consistent with the vendor’s license.  In keeping with confidentiality agreements, no City employee shall sell or otherwise transfer City software documentation, or other types of internal information to non-City parties for any purposes other than purposes expressly authorized herein.  Exchange of software and/or data between the City and any third party may not proceed unless a written agreement has first been signed.  Such an agreement must specify the terms of the exchange, as well as the ways in which the software and/or data is to be handled and protected.

VI.
Personal Software

Installation of privately owned software, including but not limited to, freeware and shareware, on any City computer is subject to approval on a case by case basis.  No software will be installed without prior approval of both the department director and the City’s systems administrator.  All personal software must be legally purchased and properly licensed to the employee who wishes to install it.  A copy of the license must be located in a central location within the employee’s department.  Personal software and data may be removed without warning at any time.  The City of Coronado is not in any way responsible for the backup or recovery of files associated with personal software.  If it is suspected that a personal software package is the cause of a problem with any City software, it may be removed without warning.

VII.
E-Mail Policy

Electronic mail capability is provided for the purpose of conducting City business.  City employees shall ensure that the contents of their e-mail is in keeping with the standards of this policy.  Personal use of the e-mail system shall be in accordance with Section III of this policy.

VIII.
Internet Policy

City employees shall only subscribe to list servers and Internet servers that automatically mail messages for City business purposes.  All software downloaded from the Internet must be screened with virus detection software prior to being installed.  Whenever the provider of the software is unknown to the employee, the downloaded software should be tested on a stand-alone non-production computer.


Information taken from the Internet should be considered suspect until conformed by separate information from another source.  Because there is no quality control process on the Internet, a considerable amount of if its information is outdated or inaccurate.  Unless tools like Privacy Enhanced Mail (PEM) are used, it is also relatively difficult to confirm the actual source of the information on the Internet.  Likewise, contacts made over the Internet should not be trusted with City information unless a due diligence process has first been performed.  This due diligence process applies to the release of any internal City information.


City employees shall not place City materials (software, internal memoranda, etc.) on any publicly accessible Internet computer that supports anonymous file transfer protocol (FTP)or similar service, unless the Assistant City Manager has first approved the posting of these materials.  In more general terms, the City’s internal information should not be placed in any location , on machines to City internal networks or on the Internet, unless the persons who have access to that location have a legitimate need to know.


Any publicly-accessible directories on City Internet-connected computers will be reviewed and cleared periodically at the direction of the Assistant City Manager.  City employees accessing the Internet with City equipment should be aware that every Internet site accessed is recorded on a permanent log that can be reviewed.  This process is necessary to prevent exchanges of information inconsistent with City business, theft of software or passwords, and inappropriate written or graphic material.


No City employee shall send confidential or proprietary City information over the Internet unless encrypted by approved methods.


While a City employee may indicate his or her affiliation with the City over the Internet, the City employee shall clearly indicate the opinions expressed are his or her own and not necessarily those of the City.  All external representations on behalf of the City must first be approved by the Assistant City Manager.  Additionally, whenever any affiliation with the City is included with an Internet message or posting, the City employee shall not disparage another person, agency, or the public image of the City.


Unless the prior approval of the Assistant City Manager has been obtained, no City employee shall establish Internet or other external network connections that could allow non-City users to gain access to the City’s systems and information.  These connections include the establishment of multi-computer file systems(e.g., Sun’s NIS), Internet home pages, and FTP servers.

IX.
Upgrades to Software and Operating System

In order to ensure compatibility between users and departments, no new or upgraded software or operating system, except software unique to a user or department, may be installed on any City computer without the permission of the Assistant City Manager.  Persons or departments seeking to install new or upgraded software or operating systems that are not compatible with the software or operating system currently being used Citywide must submit a request to the City’s Computer Process Action Team (PAT).  The PAT will then review the request and make a recommendation to the Assistant City Manager.  The Assistant City Manager will then determine if the new or upgraded software or operating system may be purchased and/or installed.

X.
Retention of Software Licenses, Warranties, Invoices, and Work Orders

Each department is responsible for retaining the following documentation in a central location within the department:

· original software license

· computer hardware and software invoices

· computer hardware and software warranties, and

· computer hardware and software repair/replacement work orders.

XI.
Passwords

Passwords are used to allow access to various computers and/or computer programs.  Passwords must be kept confidential.  A password should never be “PASS”, or other generic term that can be easily accessed.  Since access to some computers and programs include access to personnel, accounting, payroll, and other confidential and high security information, a City employee shall not provide a user’s password to any unauthorized person.

XII.
Personal Use of City-Owned Software


The personal use of City-owned software on Non-City computers is prohibited.

XIII.
Penalties

Any unlawful use of City computer resources or use in violation of this policy may result in discipline up to and including dismissal.  Unlawful use may result in referral for criminal prosecution.

Employee Acknowledgment

I ___________________________________________ have read the foregoing policy and agree to abide by the terms and conditions described therein.
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