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  -  Example of local rules for OSSEC.
  -
  -  Copyright (C) 2009 Trend Micro Inc.
  -  All rights reserved.
  -
  -  This program is a free software; you can redistribute it
  -  and/or modify it under the terms of the GNU General Public
  -  License (version 2) as published by the FSF - Free Software
  -  Foundation.
  -
  -  License details: http://www.ossec.net/en/licensing.html
  -->


<!-- Modify it at your will. -->

<group name="local,syslog,">

  <!-- Note that rule id 5711 is defined at the ssh_rules file
    -  as a ssh failed login. This is just an example
    -  since ip 1.1.1.1 shouldn't be used anywhere.
    -  Level 0 means ignore.
    -->
  <rule id="100001" level="0">
    <if_sid>5711</if_sid>
    <srcip>1.1.1.1</srcip>
    <description>Example of rule that will ignore sshd </description>
    <description>failed logins from IP 1.1.1.1.</description>
  </rule>
  <rule id ="100002" level="10">
  <if_group>syscheck</if_group>
  <match>C:\jboss\server\default\conf</match>
  <match>C:\jboss\server\default\deploy</match>
  <hostname>OLS-JBOSS</hostname>
  <description>JBOSS Critical File Locations Have Changed.</description>
  </rule>

  <!-- Test Rule -->
  <rule id ="100003" level ="10">
  <if_group>syscheck</if_group>
  <match>C:\olsseccure</match>
  <hostname>ICB-WAG02-TST01</hostname>
  <hostname>ICB-WAG02-TST02</hostname>
  <hostname>ICB-WAG01-APP01</hostname>
  <hostname>ICB-WAG01-APP02</hostname>
  <hostname>ICB-WAG02-APP03</hostname>
  <hostname>ICB-WAG02-APP04</hostname>
  <description>Warning!!!! Critical File Location has changed</description>
  </rule>

  <rule id ="100016" level ="10">
  <if_group>syscheck</if_group>
  <match>c:\ols.incommbridge\deploy</match>
  <hostname>ICB-WAG02-TST01</hostname>
  <hostname>ICB-WAG02-TST02</hostname>
  <hostname>ICB-WAG01-APP01</hostname>
  <hostname>ICB-WAG01-APP02</hostname>
  <hostname>ICB-WAG02-APP03</hostname>
  <hostname>ICB-WAG02-APP04</hostname>
  <description> Warning!!! Critical File Location has changed</description>
  </rule>

  <rule id="100004" level="0">
  <if_sid>18152</if_sid>
  <match>Account Name:  svc_veeam</match>
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<description>Ignoring Audit Failures for SA</description>
  </rule>

  <rule id="100005" level="0">
  <if_sid>18153</if_sid>
  <match>Process ID: 0x1d0</match>
  <description>Ignoring Audit Failure from Process on DEV02</description>
  </rule>

  <rule id="100006" level="0">
  <if_sid>18153</if_sid>
  <match>Logon ID: 0x3e5</match>
  <description>Ignoring Audit Failure from Process on Monitor</description>
  </rule>

  <rule id="100007" level="0">
  <if_sid>18153</if_sid>
  <match>Desired Access: 16777216</match>
  <description>Ignoring Audit Failures from Process on MGMT02</description>
  </rule>

  <rule id="100008" level="0">
  <if_sid>18153</if_sid>
  <match>Account Name: LOCAL SERVICE</match>

<description>Ignoring Audit Failures from Process on MGMT01</description>
  </rule>

  <rule id="100009" level="15">
  <if_sid>5501</if_sid>
  <program_name>su</program_name>
  <match>session opened for user root</match>
  <description>Alert for users invoking root access</description>
  <description>Login session opened</description>
  </rule>

  <rule id="100010" level="15">
  <if_sid>5502</if_sid>
  <program_name>su</program_name>
  <match>session closed for user root</match>
  <description>Alert for users invoking root access</description>
  <description>Login session closed</description>
  </rule>

  <rule id="100011" level="15" frequency="6" timeframe="180">
  <if_matched_sid>5503</if_matched_sid>
  <same_source_ip />
  <description>Multiple failed logins in a short time period.</description>
  <group>authentication_failures,</group>
  </rule>

  <rule id="100012" level="10">
  <match>: password change for</match>
  <description>User changed password</description>
  </rule>

  <rule id="100013" level="15">
  <if_sid>5500</if_sid>
  <match> session opened for user root </match>
  <description>Login session opened for user Root</description>
  </rule>
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