Charter for SAVNET Working Group

Source address validation (SAV) is important to mitigate source address spoofing attacks. To improve the effectiveness, SAV mechanisms should be applied as close to the source as possible. Therefore, it is desired to deploy SAV in both intra-domain and inter-domain networks. However, existing SAV mechanisms like uRPF-related technologies may improperly permit spoofed traffic or improperly block legitimate traffic. 

The “Source Address Validation in Intra-domain and Inter-domain Networks (SAVNET)” working group will define a protocol-independent architecture and procedures to overcome the limitations of existing SAV mechanisms.

Specifically, the SAVNET WG will define procedures that allow nodes to accurately determine valid incoming ports for specific source prefixes taking into account information not currently included in routing protocols.

The scope of the SAVNET WG includes the SAV function in both intra-domain and inter-domain networks, and the validation of both IPv4 and IPv6 addresses. The WG is expected to address intra-domain solutions first. SAVNET should avoid packet modification in the data plane. Where possible, existing control and management plane protocols must be used within existing architectures to implement the SAV function. Any modification of or extension to existing architectures, or control or management plane protocols, must be done in coordination with the working groups responsible for the architecture, or control or management plane protocol.

The SAVNET WG is chartered for the following list of items: 
   1) Description of problem statement and use cases for SAVNET, including the requirements that need to be taken into account by the SAVNET architecture.
   2) Definition of SAVNET architecture and new procedures. This includes both intra-domain and inter-domain networks.
   3) Definition of operation and management mechanisms needed to operate and manage SAV-related configurations.
4) Solutions to implementing SAVNET architecture by defining extensions of existing routing protocols. These will be done in coordination with the WGs supervising those protocols. 

The SAVNET WG will coordinate and collaborate with other WGs as needed. Specific expected interactions include (but may not be limited to): lsr and idr.
