Energy Amount and Energy Cost Comparison between Electric and Gasoline Cars
Let’s start the comparison analyzing the energy needed for “driving range on full battery.” That distance is influenced by the driver’s skill as with any vehicle but with el. cars the range depends on the ambient temperature far more than it impacts IC-engined cars. The Society of Automotive Engineers (SAE) published the average driving range of the Nissan Leaf models vs. temperature and the chart is redrawn below. It illustrates the variability often overlooked in judging the achievable range in, say, Texas vs. Wisconsin. Other conditions equal, ambient temperature alone can influence the range by almost 50 %. Right at the beginning of this treatise we can see that comparisons will be tricky.
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The Environmental Protection Agency (EPA) determined in its tests that the average Leaf consumed 19 kWh/100 km which is 0.68 MJ/km. That is the average record of several drivers, but it is not clear if that number includes also the self-draining from the battery when not in use, heating the passenger compartment in cold weather, and the influence of the speed of charging on the efficiency of charging. For rapid charging the loss can amount up to 40 %. We arbitrarily assume a 20 % penalty for those three losses which then changes the number to 0.85 MJ/km. When considering the 33 % efficiency in electricity generation from fossil fuels, the number grows to 2.5 MJ/km. 
My Honda Civic, a bigger car than the Leaf and not designed for the extra low friction of el. and hybrid cars, has been making 39 mls/gal which is 2.0 MJ/km. Gasoline refineries and distribution burn about 15 % of the energy in the fossil fuel, a consideration that raises the number to 2.3 MJ/km. But I drive in the stile of a “driver that does not need brakes,” so I looked up the dealer advertised numbers and found 36 mpg. That mileage brings the number to 2.5 MJ/km.
By coincidence those two numbers are exactly the same. Their closeness confirms the obvious: If the origin of the energy for powering either car is based on fossil fuels the energy per distance will be identical if the cars are similar. 

Accepting that the amount of primary energy is alike, let’s see how costly one megajoule in electricity is vs. one in gasoline. The cost of electrical energy varies greatly from region to region, far more then gasoline prices, which then makes generalization meaningless without specifying all the variables. Focusing on my region, the NE, the residential rate is 0.1 $/kWh for generation and the same for delivery, or 0.2 $/kWh total. Thus the electricity costs 0.055 $/MJ. The cost per distance is then 0.055 x 0.85 = 0.047 $/km. 
(Some analysts use only the generated kWh rather than the whole bill thus missing a half of the cost.  Notice also that essentially all U.S. electricity is generated by the cheapest method - burning fossil fuels, hydro, and nuclear reaction. If it were originating from wind and solar, it would cost three to eight times more; a dime per km with wind, a quarter per km with solar.)  

Now to the Civic: The heat energy in gasoline (10 % alcohol) at 3.50 $/gal costs about 0.050 $/km.
The conclusion: Again, both cars’ “mileage” cost is about the same. Notice, however, that some 30 % of the gasoline cost goes to the federal, state and other taxes while that percentage is near zero for electricity. Should el. cars become ubiquitous, electricity will be taxed to yield that revenue, and than the IC engine “wins.” 
As to the CO2 emissions there is no appreciable difference between both cars, as is apparent from above - their fossil fuels origin. As to the pollution in manufacturing the respective cars, read the British Times article on the separate page.

To finish the comparison, the dealer price for the Leaf is 20 % higher than for the Civic, similar models, subsidies disregarded.
It may also interest you that should all cars in the U.S. (200 million of them) be the electric Leafs, and driven as today for 15 000 km annually, they would be consuming 240 GW based on the earlier MJ/km number. Of course, not everybody will be satisfied driving a small car so the overall average will more like 350 GW. 
To put those numbers into perspective, the present electricity consumption of the whole country amounts to 440 GW. That wattage powers everything, from toasters and air conditioners to factories and cities. Our adding that extra capacity just for cars means to nearly double the present consumption and that in the “foreseeable future!” 
Should renewables become the power source, consider that the amount of electricity flow from wind and solar reached 21 GW after 40 years of subsidized building of those two sources (hydro has been declining). Notice also that this additional el. load does not include other road vehicles such as vans, busses and trucks. Judge for yourself the future.
A personal note:

Writing this, it was not my intention to promote or condemn electrical cars. Personally, I thought that electrical vehicles, in cities for deliveries, airport shuttling, etc., would be common, and the traffic free of noise and pollution there. (In this respect the Tesla car is the prime example of misappropriated funds.) I based my thought on the belief that nuclear energy would be the predominant, green, abundant and cheap electricity-source. We had that source available since 1950s. 
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This British study, which is the first analysis of the full lifetime emissions of electric cars covering manufacturing, driving and disposal, undermines the case for tackling climate change by the rapid introduction of electric cars.

The study was commissioned by the Low Carbon Vehicle Partnership, which is jointly funded by the British government and the car industry. It found that a mid-size electric car would produce 23.1 Mg of CO2 over its lifetime, compared with 24.0 Mg for a similar petrol car. Emissions from manufacturing electric cars are at least 50 % higher because batteries are made from materials such as lithium, copper and refined silicon, which require much energy to be processed.

Many electric cars are expected to need a replacement battery. Once the emissions from producing the second battery are added in, the total CO2 from producing an electric car rises to 12.6 Mg, compared with 5.6 Mg for a petrol car. Disposal also produces double the emissions because of the energy consumed in recovering and recycling metals in the battery. The study also took into account carbon emitted to generate the grid electricity consumed.
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